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Purpose 

This document covers the concept of “Row-level security” in Power BI. This is high level 

document and assumes that resource has basic knowledge of Power BI Concepts.  

 

What is Row-level security? 

Row-level security is just a way to restrict data access by users by applying security on data row 

level. At row level, filters restrict data which can be define within roles. 

 

Row-level Security Configuration  
 
Row-level Security enables us to apply security to roles and adds users to each role. We can 

define roles and rules within Power BI desktop as follows: 

 
1. Create a sample report in Power BI Desktop and import data into it. 

2. Our goal is to build roles for customers of region “Central”. Now let’s begin. 

3. For creating roles go to Modeling tab and we will see a section named Security there as 

highlighted in below image. 

 

 

 

 



4. To create a new role, click on “Manage Roles” option. 

 

 

 

 
 
 

5. A window will open having three panes as seen below 

 

 
 

 

We can create or delete roles in first pane and can choose tables(used in the model) on which 

we want to apply a DAX rule from second pane and in third pane we can write DAX filtering 

expression. 

 



6. Select “Create” option. 

 

 

 

7. Give a suitable name to the rule and select table from the list displayed in second pane 

for which we want to apply a DAX rule. 

 

                

 

8. Click on ellipsis button besides the table for which we want to create DAX filters. In 

below figure, we are creating filter for Region from table “Orders”.  



 
 

9. Now we can see in third pane, a DAX Filter expression created automatically as 

 [Region] = "Value" as seen below. 

 

 

 

 

10. Change the value to “Central” and validate the DAX expression by selecting check option 

as highlighted below. 



 

 

11. After validation, click on “Save” button to apply the newly created role. 

 

 

 

    In this way, a new role is created “Central Customers”. 

 

How to test roles in Power BI Desktop? 

We can test our created role in Power BI Desktop with “View As Roles” option. This option 

permits us to view the report exactly for that particular user with this role will see. We can also 

combine multiple roles to see a combined view of a user who has multiple roles assigned.  



1. To achieve this, click on Modeling tab icon, and choose “View As Roles”  next to 

“Manage Roles” option. 

 

 

2. A dialog box appears in which we can change the view of our sight for that specific user 

or role. Here we can see the roles which we have created. 

 

 

 

By default “None” option is selected, we can also select “Other user” and can provide any user 

name. It is best practice to provide User Principal Name (UPN) same as we use in Power BI 

service.  

 



 
 

In this dialog box, “Central Customers” role is appeared which we have created. Select 

the role and click OK to apply the same. 

 

 

 



The report will render data based on the new role “Central Customers” applied to the report as 

seen in below highlighted line as well. If we click on “Stop viewing” then report will return to its 

normal view. 

 

 
 

Row Level Security provides different views of the data to users from the same Power BI 

content. Despite this, it has few limitations as well which are discussed as below: 

 

Limitations 

1.Previously defined (Existing) roles and rules in Power BI service won’t work. We will have to 

recreate in Power BI Desktop. 

2.Row- level security is only available on data imported in Power BI desktop or for direct query 

connections 

3.Roles can be created only inside Power BI Desktop. 

4.Analyze in Excel and external sharing are not available for the datasets that have Row-level 

security enabled and also we cannot share with external users. 

5. Q&A and Cortana are not supported in Power BI. 

 

 

 

 

 


